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Faktorisierung von Zahlen

1098227363564981025449827

3640985834751091845362876

3417436349347644533029382

7467117239765898660335643

8933647510298003546375623 = ? · ?
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Einwegfunktion f

x

f(x)

?

A
B

f(x) ist einfach berechenbar für jedes x.

Für zufälliges y ist es berechenmässig zu schwierig ,
ein x mit f(x) = y zu finden.
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Potenzierung modulo 19
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Discrete logarithm (DL) problem

Cyclic group G of order n with generator g:

G = 〈g〉 = {gi : 0 ≤ i < n}

DL problem: Given a ∈ G, find x such that a = gx.

x → gx is for many groups believed to be a OWF.
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Baby-step giant-step DL algorithm (1)
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Interactive proofs

prover P verifier V

statement

accept/reject

Motivations for interactive proofs:

• Interactive proofs can be zero-knowledge .

• Interactive proofs are more powerful than static proofs

• Applications:
– Digital signature schemes
– entity authentication
– secure multi-party computation
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knows x ∈ Zq
∗ z = h2x

k ∈R Zq
∗

t = h2k t
c ∈R [0, q − 1]c

r = k + xc r
h2r ?

= t · zc

Fact: P can answer any 2 challenges ⇒ P knows x.

Proof:

hr = t · zc, hr′ = t · zc′ ⇒ hr−r′ = zc−c′ = hx(c−c′)

⇒ r − r′ ≡ x(c − c′) (mod q)

⇒ x ≡ r − r′

c − c′
(mod q)
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Definition of zero-knowledge (ZK)

ST
V’P

real protocol

V’

T’
simulation

Definition: A protocol (P,V) is called (black-box) zero-knowledge
if there exists an efficient simulator S with access to a (possi-
bly) dishonest efficient verifier V’ such that for every V’ it out-
puts a simulated transcript T’ which is indistinguishable from
the real transcript T .

Types of ZK: perfect, statistical, computational.
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Anonymes digitales Geld (E-cash)
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Theorem [LSP80℄: Among n players, broadcast is
achievable if and only if t < n/3 players are corrupted.
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Generalization: Secure computation
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T computes a function f(x 1, . . . ,x7) of the inputs.

New operations of T: – receive secret input
– keep secret state
– perform operations on state



Some applications

• The millionaires’ problem

• Preventing software piracy

• On-line auctions

• E-voting

• Secure aggregation of databases



Secret sharing
(t,n)-secret sharing: Share a value a among n players such that

• any t players have no information about a,
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Secret sharing
(t,n)-secret sharing: Share a value a among n players such that

• any t players have no information about a,
• any t+1 players can reconstruct a.
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1a(x  )

a

2a(x  ) 3a(x  ) na(x  )

a(x)

x2 x3 xnx10

Every player is assigned a fixed value x i from a finite field.

To share the value a, choose a random polynomial a(x) of
degree t such that a(0)=a. The share of the i-th player is a(xi).
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Addition of shared values

1a(x  )
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c(x i) = a(xi)+ b(x i) ⇒ c(x) = a(x)+ b(x) ⇒ c(0) = a(0)+ b(0)



Complexity of DL and factoring algorithms
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